2024/05/03 19:36 1/2 Fester's Very Basic One User/One Dataset Experimental Starter Share

Table of Contents

Fester's Very Basic One User/One Dataset Experimental Starter Share ..........................cc 1
SRAKE SCENAKIO ...t 1
Share Creation and Configuration ......................cccccooiiiiiiiii e 1

LYY GO == 1o o PP 1
B L= Ty A O =T Y o [o] o [P PPRPPUPURRRR 5
) A E 1SR O (=T 11 o] o IO PO P TP PP PO PUPPPPPPPPPRPRPP 10
SMB CONTIGUIATION  1.uiiiiiiiiiiiii ittt e e e bbb — et ettt e e e e e e e e e s s a s s e bbbt b b b e e reeaaeaeeees 12
Windows Client ConfIgUIation .......oiii i e e e 16
ENGDIE SIMB SEIVICE .oiiiiiiiiiiiiie ettt et e e e e e e e e e e e e a bbb bbbt e et e e e e e e e e e e e e e annnnn 25
Mapping the share to @ drive eI ... 25
SRAIE PEIMISSIONS ooiiiiiiiiiii ittt ettt et e e e e e e e s s s e bbb bt et e e eeeeeeeaea s s s s e st rbbbeeees 30
NTFS POIMIISSIONS iiiiiiiiiitiitt ittt e ettt e e e e e e e e s e e s s e bbb bbb e e e et e e e e e e e e e e e s s s nn bbb b bereeeees 31

danb35's Wiki - https://www.familybrown.org/dokuwiki/



Last update: 2019/05/27

12:51 festerl12:shares_basic https://www.familybrown.org/dokuwiki/doku.php?id=festerl12:shares_basic&rev=1558961477

https://www.familybrown.org/dokuwiki/ Printed on 2024/05/03 19:36



2024/05/03 19:36 1/31 Fester's Very Basic One User/One Dataset Experimental Starter Share

Fester's Very Basic One User/One Dataset
Experimental Starter Share

Fester is still learning about shares and in particular share permissions.

As Fester learns more | will try to pass on what | have learned by adding to this section and creating
additional guides for more “real world” share scenarios (if time permits).

This particular share will not be much use to most people, but it will get you going.

Don't forget the official FreeNAS guide has lots of information on shares. But for now, this will be a very
basic share on a FreeNAS system and is designed to get you started so you can experiment with shares.

Share Scenario

This share is designed for one user who wants to access the same share from different client machines.
The client machines will mostly be running Windows (or Mac OS X).
It will utilise one dataset and show you how to share it.

It is designed to get you started with shares so that you can experiment.

Share Creation and Configuration

User Creation

Click “Accounts” in the left column, then “Groups”.

Groups Q, Filter Groups COLUMNS ~

Group Builtin Permit Sudo

wheel 0 yes no

daemon yes no

Click the “Add” button. A new smaller window will pop up, where we can create a new Group.
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1001

Group

SAVE CAMNCEL

Leave the “Group ID:” at its default value of 1001.

Now type in a name for the new group in the “Name” text box (because this is a starter share from which
you can experiment, Fester used TestGroup).

Do not tick the “Permit Sudo:” or “Allow repeated GIDs:” tick boxes.

Now click the “Save” button.

If all goes well an entry should appear in the Account -» Groups page. You should see something like this.

Groups Q. Filter Groups COLUMNS ~

Group G Builtin Permit Sudo

TestGroup

Now click “Accounts” in the left column, then “Users”.
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Accounts / Users

Users Q, Filter Users COLUMNS ~
BE  Dashboard

. Username Home directon Shell Full Name Lock User
-

a /root /bin/csh
roups

daemon /root /usr/sbin/nologin Owner of many sy

Click the “Add” button. A

ID & Groups

1001

D Mew Primary Group @

nary G I

TestGroup
Auxiliary Groups

Leave the “User ID:" at its default value of 1001.

Now type in a name for the new user in the “Username” text box (because this is a starter share from
which you can experiment, Fester used TestUser).
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Untick the “New Primary Group” tick box.

The “Primary Group” drop down selection box should now become active. The group we created earlier
(i.e. TestGroup) should be available for selection.

Leave the “Home Directory” text box at the default /nonexistent.
Leave “Shell” at its default setting.
Type in a name for the new user (Fester chose Test User).

Create a password in the “Password” text box and confirm it by retyping it in the “Confirm Password”
text box (because this is a starter share to experiment with Fester just used 12345. Make sure you use a
stronger and less predictable password unless you want Planet Spaceball to steal all your air.)

TestGroup

Authentication

Group  Other

SAVE CANCEL

Do not tick the “Disable password login:"” you will lock yourself out of the share.

Leave the “Lock user:” and “Permit Sudo:” at their default settings of unticked.
Fester will be accessing this account from a windows machine so | tick the “Microsoft Account:” tick box.

Now click the “Save” button.
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Dataset Creation

Now we need to create the dataset.

Click “Storage” in the left column, then “Pools”.

9 - iXsystems,

[2ashboand HEALTHY: 2.43 MiB (0%) Used / 186.75 GIB Free

Accounts

System Name Type Used ¥ Available Compression Compression Readonly Dedup Comments =
-

- = - Ratio = - -

Tasks tank dataset 2.43MIB 186.75 GIB Iz4 4.09x

Network

Click the three vertical dots to the right of your pool, and choose “Add Dataset” from the pop-up menu.

HEALTHY: 2.43 MiB (0%) Used / 186.75 GiB Free

Mame Type Used + Availlable  Compression Compression Readonly Dedup Comments %

- - - Ratio = - -

nk dataset 2.43 MIE 186.75 GiB [z4 4.09x Add Dataset

Add Zvol
Edit Options
Edit Permissions

Create Snapshot

A new smaller window will pop up for creating the dataset.
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Inherit (on)

Inherit (off)

SAVE CAMCEL ADVANCED MODE

In the “Name” text box give the share a name (because this is a starter share from which you can
experiment, Fester used TestShare).

Leave the “Compression level:” drop down selection box set to Inherit (1z4).

Set the “Share Type” to whatever suits the type of clients on your network (Fester has mainly Windows
machines so | set this to Windows).

Leave the “Case Sensitivity” drop down selection box and “Enable Atime” at their default settings as
shown.

Now click the “Save” button.

The dataset will now be created and you should see something like this. If you don't see your newly-
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created dataset, click the > next to your pool name.

Pools

Name %

v tank

Click the three vertical dots to the right of your dataset, and select “Edit Permissions” from the pop-up
menu.

Name %

7 MiB 1 8¢
KIB 186.75 GIB Inherits (1z4) 1.00x

Add Dataset

Add

Edit Options

Edit Permissions

Dataset

A new window will pop up for changing the permissions of the new dataset.
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Storage / Pools / Edit Permissions

/mntftank/TestShare

AGL Type (3)
O unix
(® windows
O Mac

B ropiy user @

v@}

O ap ply permissions recursively ()

SAVE CANCEL

Leave the “Apply User” tick box at its default setting (with a tick).

In the “User” drop down selection box select the new user you created a moment ago (in Fester’s case
this was TestUser).

Leave the “Apply Group” tick box at its default setting (with a tick).

In the “Group” drop down selection box select the new group you created a moment ago (in Fester’s case
this was TestGroup).

Set the “ACL Type” radio button to match the clients on your network (Fester has mostly Windows
machines so | set this to Windows).

Put a tick in the “Apply permissions recursively” tick box. When you do this, you'll see a pop-up warning
box.
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Warning

Setting permissions will affect this directory and any others:

might mak

D Confirm

Put a tick in “Confirm”, then click the “Continue” button.

Now click the “Save” button (9).

Change permission -

Change permission on /mnt/Tankl/TestShare to:

Owner (user): 2

Apply Owner (group): 3 ‘

Apply Owner (user): ] | |

owner (oroupy: 4

Apply Mode: E

Mode: Owner Group Other
Read | =
Write
Execute

Permission Type: Unix

Mac
Windows

Set permission

recursively:

9

i Cancel |
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Share Creation

Now we need to create a SMB share. On a network that utilises predominately Windows or macOS clients
this is a good choice.

Click “Sharing” in the left column, then “Windows (SMB) Shares”

0 Directory Services Sharing / SMB

n
Apple (AFP) Shares Q Filter Samba COLUMNS
Unix (NFS) Shares

WebDAY Shares
No data to display

Block (iISGS)

Click the “Add"” button.

Mame

D IIse as home share @
D Time Machine @
D Allow Guest Access @

Periodic Snapshot Task

CANCEL ADVANCED MODE

A new smaller window will pop up.

In the “Path” section, you can type in the path (it's /mnt/tank/TestShare in this example), or click the
folder icon on the left to browse.
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.

estShare

The “Path” text box should now display the chosen dataset.
Do not tick the “Use as home share:” tick box at the moment.
Give the share a name in the “Name” text box.

Do not tick the “Allow Guest Access:” tick box.

Now click the “Save” button.

Enable service

You will now be asked if you wish to enable the SMB share service. Click the “Cancel” button.

Enable service

Enable this service?

CAMNCEL ENABLE SERVICE

You should now see your newly-created share.
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Samba ), Filter Samba COLUMNS

Name

Test S

SMB Configuration
Now click “Services” in the left column, and scroll down to find SMB.

Q, Fitters

Name Running Start Automatically Actions
netaata L

Dire
NFS

Sharing

Plugins

SMB

SNMP

Click on the little pencil next to the “SMB” service.

A new window will pop up.
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The NetBIOS name will already be present in the “NetBIOS Name” text box.

In the “Workgroup” text box (3) type in the name of the workgroup you want to use on the client
machines (Fester used T ESTWORKGROUP because it is an experimental starter share). If you don’t
know your Workgroup then skip to the relevant section on how to do this.

Type in a good name for the SMB share in the “Description” text box.

Do not alter the default values of the “DOS charset”, the “Unix charset” and the “Log level:".
Leave the “Use syslog only” at its default (no tick).

Make sure the “Local Master” tick box is ticked.

Leave “Domain logons” unticked.

Leave “Time Server for Domain” ticked.

Leave “Guest account” at nobody.
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O nmvvt Avth @

Do not put anything in the “File mask” and “Directory mask” text boxes unless you really understand
UNIX permissions (Fester can’t help you here).

Do not tick the “Allow Empty Password” tick box as this weakens the security of the share.
Leave the “Unix Extensions” and “Zeroconf share discovery” tick boxes as they are.
Untick the “Hostnames lookups:” tick box otherwise you will keep getting a name mismatch error.

Leave the “Allow execute always” tick box in its default setting (with a tick).
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. UNIX Extensions @
. Zer nf share disc

D Hostnames Lookups {E)

. Obey Pam Restrictions
O nmomvt Auth @

Bind IP Add

SAVE CANCEL

Fester has no idea what the “Obey pam restrictions:” setting actually does. | just leave it ticked, but |
have no idea how it should be set.

Don't tick any of the IP address text boxes in the “Bind IP Addresses” section.

The “ldmap Range Low:” and “ldmap Range High"” settings Fester does not touch as | don’t know what
they do.

Now click on the “Save” button.
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12:51

[ ) auw g wLwy B p gy g g T g gy owy \/ @ -~

discovery:

Hostnames lookups: \D

Server minimum O
_________ i

protocol:

Server maximum p
SMB2 @

protocol:

Allow execute always: v @

Obey pam restrictions: @ 17

192.168.0.5 -
192.168.0.6

18 192.168.0.7
192.168.0.8

Bind IP Addresses:

1

Idmap Range Low: 90,000,001

19

Idma Range High: 100,000,000

.| Cancel |

Do not turn on the SMB share service yet. We first need to check if the Workgroup on the Windows client
is set correctly.

Windows Client Configuration

Click on the “Start” button and go into the “Control Panel” in Windows and select “System and Security”
(this was on a Windows 7 machine).
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<10 [ ) P

View by: Category ~

System and Security User Accounts and Family Safety

RKeview your computer's sta 19 Add or remove user accounts

Back up your computer $ Set up parental controls for any user

Find and fix problems . .
Appearance and Personalization

Network and Internet Change the theme
View network status and tasks ) Change desktop background
Choose homegroup and sharing options Adjust screen resolution

Hardware and Sound Clock, Language, and Region
View devices and printers .

Add a device

Connect to a projector Ease of Access

Adjust commonly used mobility settings Let Windows suggest settings
Optimize visual display

Change keyboards or other input methods

Programs

Uninstall a program

Now click on “System”.
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fb » Control Pane System and Security » - | ‘ Search Control Panel L

Control Panel Home

Action Center

System and Security Review your computer's status and resolve issues

dp' Change User Account Control settings | Troubleshoot common computer problems

Network and Internet s
Restore your computer to an earlier time

Hardware and Sound

Windows Firewall
Check firewall status | Allow a program through Windows Firewall

Programs

User Accounts and Family

Safety

Appearance and View amount of RAM and processor speed | Check the Windows Experience Index
Personalization & Allow remote access | See the name of this computer | ¥ Device Manager

Clock, Language, and Region =
Windows Update

EEs ok e Turn automatic updating on or off | Check for updates | View installed updates

Power Options
Change battery settings | Require a password when the computer wakes
Change what the power buttons do | Change when the computer sleeps

Backup and Restore
Back up your computer | Restore files from backup

Windows Anytime Upgrade

Get more features with a new edition of Windows 7

Administrative Tools
Free up disk space Defragment your hard drive 'Q View event logs

In the “System” page we can see the Workgroup is set to TWERKGROUP (1). This must be changed to
match the Workgroup name you created in the SMB settings a moment ago (in Fester’s case this was
TESTWORKGROUP).

Click on “Change settings” blue text (2) to access the screen where we can change the Workgroup name.

You will probably be asked for the administrator’s password at this point.
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@Qv“— » Control Panel » System and Security » System

e —_— i —

T | & | | Search Control Panel L

Control Panel Home

Device Manager System
Remote settings Rating:

System protection
Processor:

QS &

Advanced system settings

Installed memory (RAM):
System type:

Pen and Touch:

Computer name, domain, and workgroup settings

Computer name;
Full computer name:

Computer descri

TWERKGROUP

Action Center Windows activation

Windows Update

Performance Information and
Tools

m

akfor, =l
genuine

Learn maore online...

A smaller window will now pop up.

Click on the “Change” button.
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Computer Name | Hardware | Advanced | System Protection | Remnte|

1&' Windows uses the following information to identify your computer on
the network.

For example: "Kitchen Computer" or "Mary's

Computer".
Full computer name: -
Workgroup: TWERKGROUP

Touse awizard to join a domain orworkgroup, click Network ID
Metwark 10, =

To rename this computer, click Change. ‘@'

Cancel

Another window will now pop up.

Change the text in the Workgroup text box (1) to the one you created in the SMB settings page (in
Fester’s case this was TESTWORKGROUP) and click the “OK” button (2).
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-~

System Properties |. X

: I Computer Name/Domain Chang ﬁ

You can change the name and workgroup membership ofthis ron
computer. You cannot join a computer running Windows 7 Home
Premium to a domain. More information

Computer name:

Full cnmiuter name:

Member of
Domain: I

(@ Workgroup:

TESTWORKGROUP 1

L

Yet another window will pop up showing the Workgroup has now been changed.

Click the “OK" button.

danb35's Wiki - https://www.familybrown.org/dokuwiki/


https://www.familybrown.org/dokuwiki/lib/exe/detail.php?id=fester112%3Ashares_basic&media=fester:15d826e4f7390cf28c497a89ad06ffde.png

Last update: 2019/05/27
12:51

festerl12:shares_basic https://www.familybrown.org/dokuwiki/doku.php?id=festerl12:shares_basic&rev=1558961477

-

System Properties

X |

.

ra

ot Computer Name/Domain Changes . e ij
You can change the name and workgroup membership of this Juter an
computer. You cannot join a computer running Windows 7 Home
Premium to a domain. More information
——
Computer Name/Domain Changes- g 3
'@ Welcome to the TESTWORKGROUP workgroup.
kID...
1ge
@ Workgroup:
TESTWORKGROUP
| Ok | | Cancel
| QK | | Cancel Apply

A message window will now appear telling you the changes will be implemented when the computer is

restarted.

Click the “OK" button.
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-

System Properties | 28 )

J Computer Name/Domain Changes .. [L

map
.

Computer Name/Domain Cha — uter on

|® You must restart your computer to apply
these changes

Before restarting, save any open files and close all
programs.

Member of
_JDomain:
I i l s
@ Workgroup:
TESTWORKGROUP
QK | Cancel |
OK | | Cancel | Apply

As can be seen from the next screen shot the Workgroup has been changed to “TESTWORKGROUP” (1).

Click the “Close"” button (2).
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-,k' Windows uses the following information to identify your computer on
the network.

For example: "Kitchen Computer" or "Mary's
Computer".

Full computer name:

Workgroup: 1 TESTWORKGROUP

Touse awizard to join a domain orworkgroup, click Network ID
Metwark 10, =

To rename this computer, click Change. Change...

/L. Changes will take effect after you restart this computer.

The system will now ask to be restarted. This must be done before going any further.
Close any open windows, save and close any open programs, etc.

Now click on the “Restart Now” button.

You must restart your computer to apply these
changes

Before restarting, save any open files and close all programs.

https://www.familybrown.org/dokuwiki/ Printed on 2024/05/03 19:36


https://www.familybrown.org/dokuwiki/lib/exe/detail.php?id=fester112%3Ashares_basic&media=fester:7977462292e4639533049286a0bcc4e7.png
https://www.familybrown.org/dokuwiki/lib/exe/detail.php?id=fester112%3Ashares_basic&media=fester:a2a1f060b969997f6143576c85ae83bd.png

2024/05/03 19:36 25/31 Fester's Very Basic One User/One Dataset Experimental Starter Share

That's the Windows Workgroup configured.

The client computer will now reboot, when it does log back into the FreeNAS GUI.

Enable SMB Service

Now click “Services” in the left column, and turn on the SMB share service.

Give the server some time to get the share up and running, then it is time to map the network folder to a
drive letter.

Mapping the share to a drive letter
On the Windows client click on the “Start” button and go into “Computer” (this was on a Windows 7

machine).

This should bring up a window that shows all the hard drives and any other devices connected to the
Windows computer.

Click on the “Map Network Drive” button.

danb35's Wiki - https://www.familybrown.org/dokuwiki/


https://www.familybrown.org/dokuwiki/lib/exe/detail.php?id=fester112%3Ashares_basic&media=fester112:pasted:20190527-124936.png

Last update: 2019/05/27 festerl12:shares_basic https://www.familybrown.org/dokuwiki/doku.php?id=festerl12:shares_basic&rev=1558961477

12:51
©©7|¥ » Computer v| & | | Soarch CoRpeE ol
e —

L]

Organize = System properties Uninstall or change a program‘ Map network drive ’ j'Z: > _lj 7]

4 Hard Disk Drives (1)

W 31 GB free of 464 GB

4 Devices with Removable Storage (3)

= =’ =

N

Local Disk (C2)
L —

. - s a

BBl BD-ROM Drive (D) £ 7 coorive (B {8l DVD Drive (F)

e

From the “Drive:” drop down selection box (1) chose the drive letter you wish to assign to the shared
folder (Fester accepted the default Z letter).

Now click the “Browse...” button (2).

This will cause a window to pop up.

Navigate to the location of the shared folder by clicking on the server (in this case TestNAS1) (3) and
then clicking on the shared folder itself (in this case Fester’s TestShare) (4).

Now click the “OK” button (5).

The shared folder’s path name should appear in the “Folder:” text box (6).

Tick the “Reconnect at logon” Tick box (7).

Now click the “Finish” button (8).
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What network folder would you like to map?

Specify the drive letter for the connection and the folder that you want to connect to:

Dive 1
folder. 6 | \\TESTNAS1\Fester's Test Share - 2

Example: \\server\share

[¥] Reconnect at logon | 7

Connect using different credentials

Connect to a Web site that you can use to store your docurments and pictures.
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“

, , - =

Select a shared network folder

=

"\_/'I % Map Nety

What netw

@' Metwork
& I
4 A TESTNASI

»|.J Fester's Test Share | 4

Specify the dri

Drive:

Folder:

Make New Folder l

Finish Cancel

At this point another window will pop up and ask you for the username and password for the share.

L

The name of the server is shown next to the text at the top of the window (1).
Type in your username in the first text box (2) (in Fester’s case this was TestUser).
Now type in your password in the second text box (3) (in Fester’s case this was test).

If you don’t want to type in your username and password exact time you log into your client machine
then tick the “Remember my credentials” tick box (4).

Now click the “OK” button (5).
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Browse For Folder

Windows Securi

Enter Network Password

Enter your password to connect tof TESTNAS1 1

N P
[ 13

Domain

Remember my credentials

-»

a Access is denied.

L

If all has gone well you should find yourself in the shared folder. Here you can create other folders and
save files. Test this to make sure there are no permissions problems.

The shared folder will now appear as another drive on your system and should look something like this.
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( e
%'|f!§ » Computer » - | 4 || Search Computer L |
Organize ~ Properties System properties Uninstall or change a program Map network drive » j'Z: > _|_] Q

4 Hard Disk Drives (1)

Local Disk (C:)

W 31 GB free of 464 GB

4 Devices with Removable Storage (3)

£ & a 249
) @ BD-ROM Drive (D) ¢ /' CD Drive (E) g DVD Drive (F)

4 Network Location (1)

) Fester's Test Share O\ TESTNAS1)
Fe® <: Here Is The New Share.

Fester's Test Share (\TESTNAST) (Z:) Space used: | | Total size: 199 TB

_;_?'/ Netwoark Drive Space free: 19.9TB File system: NTFS

That's the starter share done.

If you want to play with the permissions for this share then feel free. It is the only real way to learn about
these things.

Remember the permissions for a share on Windows clients are in two parts.

Part one is the “Share” permissions and part two is “NTFS” permissions.

Share Permissions

“Share” permissions relate to the permissions of the actual shared folder on the server.

Be very careful changing these. The FreeNAS GUI will stop you making most catastrophic changes to the
permissions that would otherwise break the share.

However, if you go behind the GUI to the command prompt you could really mess things up. Do not use
the chmod command here or you will probably break the share. Use the getfacl and setfacl commands.

Another way you can alter the “Share” permissions is by using an application that runs on the client
specifically for this purpose. | have not used any of these programs so | cannot comment on how useful
or easy they are to use. However, you still need to be careful when using them because you are still
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going behind the FreeNAS GUI here.

NTFS Permissions

“NTFS” permissions relate to the permissions you set for the shared folder on the client side through the
Windows OS.

It is considered good practice (this is debateable) to leave the “Share” permissions as they are and lock
down the share using NTFS permissions. This has the advantage of controlling the share regardless of
how it is accessed (i.e. locally or via a network).

It is much easier for the beginner and those that are unfamiliar with Linux or FreeBSD to configure
permissions in this way as the permissions are controlled by a series of tick boxes (not cryptic
commands). As long as you understand what each of the settings mean you should be fine.

However, be careful as it is possible using the “Everyone” group to lock yourself out of the share (Fester
did this and could not regain control of the share).
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